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1. Executive Summary 

This privacy rules and data anonymization report focuses on the practical use of privacy-sensitive data for                
policymaking without privacy invasion. Starting from transport-related datasets also useful in a smart city              
context, different data anonymisation and visualisation techniques are described. Besides protecting privacy,            
even the aspect of building trust was taken into account. This report contains a number of approaches, best                  
practices to use in other smart city related data driven policy visualisations in the mobility field and beyond. 
 
With the techniques described in the report, and by adopting a precautionary principle, it is possible to                 
protect the privacy and anonymity of individual citizens. PoliVisu is using this approach in the pilot projects.                 
However an important concern and motivation for this report is that the same personal data that appears to                  
give public benefits for policymaking could also be used to target or disadvantage specific groups or                
minorities. For instance, data tracking the movements of an entire population at an individual level could                
also be used to track those coming out of a mosque, synagogue or political party meeting. It’s essential to be                    
aware of this and to design privacy protection into all processes starting from the very first collection of data,                   
and to minimise the amount of personal data that is available for subsequent processing. 
 
Starting from the relevant datasets where PoliVisu is dealing with the various techniques are studied that the                 
PoliVisu consortium or third party data suppliers have used to anonymise the data. Five different techniques                
were used: data omitting, data anonymization, data pseudonymisation, data aggregation and data            
interpretation (AI). Picture blurring, as used in google street view, was not relevant in any of the cases                  
studied. In all cases, more than one technique was needed to anonymise the data. Some methods were                 
more straightforward than others. The technique that was considered as most privacy-sensitive was data              
pseudonymisation: pseudonymization needs to be applied with extreme care and expertise if it is to be                
successful in ensuring privacy protection. 
 
The way data is protected, is mostly a process that takes place under the bonnet. The lack of transparency is                    
one of the aspects why people have questions and often doubts about the protection of their privacy. The                  
way data is visualised is considered as “the window” on the anonymisation process. Even the fact that in                  
most cases there is an important difference between what is stored in the database and what is visualised.                  
The visualisation itself is crucial to create trust. 
Because the difference between what can be viewed and what is stored it is recommended to be                 
transparent about what is stored in the database and what anonymisation techniques were used so that                
they could be subjected to external expert reviews. 
 
There is presumably no direct relation between the amount of personal information used and the sensitivity                
of the visualisation. In that respect is providing extra data about the used methodology as Ghent did for the                   
student case absolutely vital from a thrust and democratic perspective. 
 
This report gives more insight into the practical decisions that were taken in PoliVisu to deal with personal                  
data. In the near future, when more and more cross-domain solutions like a digital city twin will be built,                   
based on a blend of datasets, the privacy rules and privacy “hygiene” will become even more critical.  
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2. Introduction 

This privacy rules and data anonymisation report focuses on the practical use of privacy-sensitive data for                
policymaking without privacy invasion. The report emphasises on the experiences in the PoliVisu based on               
working with cellular data, ANPR data, floating car data, traffic accident data and citizen science data. 
 
In the first chapter after this introduction, we focus on the European privacy regulation impact on the                 
Polivisu project partners and the used transport-related privacy-sensitive datasets. 
Each of the relevant datasets used in the project is discussed in general terms and specifically related to the                   
Pilot polivisu case. 
In the next chapter, the used anonymisation techniques are presented and discussed related to each pilot                
case. A summarising table makes clear what measures has been taken by the PoliVisu project team or by the                   
third party data providers. Also, the used visualisation techniques related to the protection of personal data                
are discussed in this chapter. 
The last chapter before the conclusions focus on the privacy lessons learned. These lessons are related to the                  
use of ANPR data, the use of crowdsourced data, the use of third party data sources, longitudinal datasets                  
and combined data sources. Last but not least, the implications for privacy assessments in future projects are                 
discussed.  
 
This final white paper builds further on the D4.5 White paper draft version. New in this version are the new                    
ANPR pilot case in the Police Zone Voorkempen (BE) in chapter 3.2.1.3, the new citizen science pilot case in                   
Mechelen (BE) in chapter 3.2.2.2, the results of a second cellular data iteration in Ghent in 3.2.4.2 and a                   
review of the privacy lessons learned and takeaways in chapter 5 and 6. 
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3. European privacy regulation and best practices 

3.1. PoliVisu and Data Protection 

Since May 2018, the European Union has with the GDPR one regulation covering almost all aspects of                 1

privacy and data protection. The GDPR establishes one set of data protection rules for all organisations                
operating in the EU, wherever they are based. The stronger rules on data protection means that people have                  
more control over their personal data and that businesses benefit from a level playing field . In general, the                  2

GDPR Regulation does not concern the processing of anonymous information, including for statistical or              
research purposes. 
The proposed ePrivacy Regulation might later be of some relevance for PoliVisu, but that will only be clear                  
when it is finally adopted. The ePrivacy regulation aims at reinforcing trust and security in the Digital Single                  
Market by updating the legal framework on ePrivacy . 3

3.1.1. PoliVisu Data Protection rules 

As a general rule, PoliVisu uses anonymized or pseudonymized/hashed data for further use and analysis.  
 
'Pseudonymisation', according to article 4 of the GDPR means ‘the processing of personal data in such a                 
manner that the personal data can no longer be attributed to a specific data subject without the use of                   
additional information, provided that such additional information is kept separately and is subject to              
technical and organisational measures to ensure that the personal data are not attributed to an identified or                 
identifiable natural person.’ 
 
‘Personal data’, also according to article 4 of the GDPR means ‘means any information relating to an                 
identified or identifiable natural person ('data subject'); an identifiable natural person is one who can be                
identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification                 
number, location data, an online identifier or to one or more factors specific to the physical, physiological,                 
genetic, mental, economic, cultural or social identity of that natural person’.  
 
In the case of personal data can no longer be attributed to a specific data subject without the use of                    
additional information, the data can be used outside GDPR. The irreversibility in such a case must be                 
assured. Until now PoliVisu didn’t anonymize or pseudonymize datasets themselves. There are no issues in               
PoliVisu during the phase of collecting and processing data before they’re anonymized or hashed. The use of                 
ANPR data in the Police Zone Voorkempen and in the Mechelen case is the first potential case where                  
PoliVisu partners can be confronted in the frame of PoliVisu with anonymizing or pseudonymizing data. 
 
In general, a disclaimer in which the users or data-brokers of PoliVisu services confirm that their data are                  
compliant with GDPR rules is recommended. 
 
In the case of using raw data that allows the identification of citizens directly or indirectly, absolute caution                  
must be exercised. Transparency on the purpose of the data collection is a must. Also, an impact assessment                  
needs to be carried out, and the data itself must be stored securely. 

1 https://eur-lex.europa.eu/eli/reg/2016/679/oj 
2https://ec.europa.eu/info/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-data-protection-
rules/eu-data-protection-rules_en#abouttheregulationanddataprotection 
3 https://ec.europa.eu/digital-single-market/en/proposal-eprivacy-regulation 
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Even though in PoliVisu, no raw personal data is used until now, some public and private consortium                 
partners are still processing personal data. They have, of course, to comply with the entire regulation (a.o.                 
appoint a Data Protection Officer). With the definition of “Processing”, all PoliVisu Partners can fall under the                 
GDPR, either as involved in the application or dealing with communication, survey. 

3.1.2. The general principles of the GDPR 

For the PoliVisu project, article 5 ‘Principles relating to the processing of personal data‘, article 35 ‘Data                 
protection impact assessment’ and article 44 ‘ General principle for transfers‘ are of significant importance. 
 
Article 5. of the GDPR is very clear about how personal data must be processed 
1. Personal data shall be: 
(a) processed lawfully, fairly and in a transparent manner in relation to the data subject (‘lawfulness, fairness                 
and transparency’); 
(b) collected for specified, explicit and legitimate purposes and not further processed in a manner that is                 
incompatible with those purposes; further processing for archiving 
purposes in the public interest, scientific or historical research purposes or statistical purposes shall, in               
accordance with Article 89(1), not be considered to be incompatible with the initial purposes (‘purpose               
limitation’); 
(c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are                  
processed (‘data minimisation’); 
(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that                  
personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or                  
rectified without delay (‘accuracy’); 
(e) kept in a form which permits identification of data subjects for no longer than is necessary for the                   
purposes for which the personal data are processed; personal data may be stored for longer periods insofar                 
as the personal data will be processed solely for archiving purposes in the public interest, scientific or                 
historical research purposes or statistical purposes in accordance with Article 89(1) subject to             
implementation of the appropriate technical and organisational measures required by this Regulation in             
order to safeguard the rights and freedoms of the data subject (‘storage limitation’); 
(f) processed in a manner that ensures appropriate security of the personal data, including protection               
against unauthorised or unlawful processing and against accidental loss, destruction or damage, using             
appropriate technical or organisational measures (‘integrity and confidentiality’). 
 
2. The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1                
(‘accountability’). 
Section 1 Transparency and modalities 
When collecting data there should information on which data are collected for which purpose 
Section 3 - Data protection impact assessment and prior consultation 
 
Art 35. ‘Data protection impact assessment’ 
1. Where a type of processing in particular using new technologies, and taking into account the nature,                 
scope, context and purposes of the processing, is likely to result in a high risk to the rights and freedoms of                     
natural persons, the controller shall, prior to the processing, carry out an assessment of the impact of the                  
envisaged processing operations on the protection of personal data. A single assessment may address a set                
of similar processing operations that present similar high risks. 
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2. 2. The controller shall seek the advice of the data protection officer, where designated, when carrying out                  
a data protection impact assessment. 
 
3. At last, depending on the exploitation of PoliVisu in future Chapter V could be relevant if personal data                   
are transferred from one Member State to another. 

Article 44. General principle for transfers Any transfer of personal data which are undergoing processing or                
are intended for processing after transfer to a third country or an international organisation shall take place                 
only if, subject to the other provisions of this Regulation, the conditions laid down in this Chapter are                  
complied with by the controller and processor, including for onward transfers of personal data from the                
third country or an international organisation to another third country or to another international              
organisation. All provisions in this Chapter shall be applied in order to ensure that the level of protection of                   
natural persons guaranteed by this Regulation is not undermined. 

3.2. Relevant datasets used in PoliVisu 

PoliVisu deals with eight different types of smart city-related data in seven pilots. Each pilot deals at least                  
with one dataset type. The table below makes a difference between open data and closed datasets on the                  
one side and datasets containing personal data or no personal (source) data, on the other side. 
Especially the description open/personal needs some further explanation. Some public datasets are derived             
from potential personal data. Good examples are those datasets that use camera images and AI to obtain                 
anonymized counting data. Only the cases with personal data involved are discussed in this report. 
 

Open versus 
closed and 
personal 
versus no 
personal data 

ANPR 
data 
(pseudony
mized) 

Telraam 
data 
(citizen 
science) 

Floating 
car data 

Cellular 
data  

Traffic 
accident 
data 

Traffic 
sensor 
data 

GIPOD 
data  
(road 
works) 

Traffic 
model 
data 

Gent    Closed/ 
Personal     

Mechelen 
(Telraam) 

 Open/ 
Personal       

Mechelen 
(traffic model)       Open/ No 

Personal 

Closed/ 
No 

Personal 

Voorkempen 
(PZ) 

Closed/ 
Personal        

Flanders     Closed/ 
Personal    

Pilsen 
    Open/ 

Personal 
Open/ No 
Personal  

Closed/ 
No 

Personal 

Issy   Closed/ 
Personal      

Legend: (Green) open data  / (Yellow) open data, anonymized personal data / (Red) Closed data 

Table 1: Datasets versus use cases overview  
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3.2.1. Automated Number-plate recognition (ANPR) data 

3.2.1.1. Dataset type description  

What is ANPR data? 

Wikipedia defines Automatic number-plate recognition (ANPR) as “A technology that uses optical character             4

recognition on images to read vehicle registration plates to create vehicle location data. It can use existing                 
closed-circuit television, road-rule enforcement cameras, or cameras specifically designed for the task. Police             
forces around the world use ANPR for law enforcement purposes, including to check if a vehicle is registered                  
or licensed. It is also used for electronic toll collection on pay-per-use roads and as a method of cataloguing                   
the movements of traffic, for example by highways agencies. 
Automatic number-plate recognition can be used to store the images captured by the cameras as well as the                  
text from the license plate, with some configurable to store a photograph of the driver. Systems commonly                 
use infrared lighting to allow the camera to take the picture at any time of day or night. ANPR technology                    
must take into account plate variations from place to place.” 
ANPR is a powerful tool for law enforcement and automated control. Concerns about these systems have                
centred on privacy issues, such as government tracking citizens’ movements, misidentification, high error             
rates, and increased government spending.  
ANPR was invented in 1976 and prototypes have been working since 1979. Cheaper and more useful                
technology at the beginning of the 21st century have led to reductions in cost and much more widespread                  
use.  

ANPR Use cases 

Typically, ANPR data is used in law enforcement processes as capturing suspects of crimes, monitoring               
average speed on stretches of roads, monitoring access to Low Emission Zones (LEZ) and parking area. New                 
emerging technologies make it able to control overtaking bans and carpool detection. 
 
The use and access to ANPR data are privacy-sensitive. There are three basic levels of access: 

● Access to camera pictures itself and the vehicle linked crimes and infringements. Link with National- 
and International crime registers. This access is typically restricted to police authorities; 

● Access to individual vehicle information as the owner and the owners address information. This 
information is typically used for access to parking zones (usually parking garages) and on-street 
parking control (parking overdue). Granted officials can also use this data.  

● Access to anonymised or pseudonymised information about traffic counts, traffic speeds over fixed 
stretches of roads, traffic movements (origin/destination) and linked number plate data as detailed 
vehicle type data, emission data, weight and height. This data could be used well anonymised by a 
wide group of users. 

 
 
 

4 Also known as: Automatic (or automated) licence-plate recognition (ALPR), automatic (or automated) licence-plate              
reader (ALPR), automatic vehicle identification (AVI), car plate recognition (CPR), license plate recognition (LPR), vehicle               
license-plate recognition (VLPR), vehicle recognition identification (VRI) 
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Figure 1: Vehicle and road use recognition and counts using ANPR cameras 
 
PoliVisu focuses on use cases based on anonymized and pseudonymized data. These cases are the least                
privacy sensitive and provide relevant aggregated data needed in a smart city context. In the context of                 
PoliVisu, a survey and several meetings were organized to collect potential ANPR use cases based on                
anonymized and pseudonymized data in Belgium in cooperation with the Federal police, the Flemish,              
Brussels and Walloon Region, the Antwerp harbour company and the association of cities and municipalities               
of Flanders. The table below gives an overview of the collected use cases based on using anonymized and                  
pseudonymized data.  
 
   Needed anonymisation 

Description Detail measurements Dataneed goal Real-time 
data 

Anonymo
us data 
based on 
individual 
data 
records 

Pseudoni
mized 
data 
based on 
individual 
data 
records 

Aggregat
ed data 
based on 
pseudoni
mized 
data 
records 

Aggregat
ed data 
based on 
anoymize
d data 
records 

Real-time data - inform 
and guide road users 

Real-time encoded 
ANPR data including 
vehicle type - encryption 
number plate for 24H 

ANPR measurement as a 
supplement to floating 
car data - including port 
areas 

X  - X - 

Aggregated 
origin-destination 
patterns 

Origin of destination 
patterns for detailed 
traffic statistics 

Measuring the volume of 
traffic, traffic flows on 
motorways and main 
road network, ring roads, 
relationships between 
entry and exit roads, 
relationships between 
vehicle types. 

- - - X - 
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Specific traffic studies 
and investigations 

Coded ANPR data + link 
with number plate 
register data 

Evaluation studies of 
traffic measures (effects 
on traffic and traffic 
settlement of new traffic 
measures), potential 
assessment of 
measures, hindrance 
estimates, bottleneck 
analysis flow 

- - X - - 

Calibration of traffic 
models based on a 
(combination of traffic 
models and traffic 
counts) to measure 
vehicle performances 

Number of vehicles, 
vehicle type measured 
along a measuring point 
(ANPR cameras & 
counting loops) 

Quantitative input for 
mobility policy and for 
environmental policy 
(calculations for 
PlanMER, target image 
studies, mobility plans, 
...) 

- - X X - 

Validation of the 
origin-destination 
patterns of the strategic 
traffic models 

License plate numbered 
per vehicle and location, 
vehicle type 

Quantitative input for 
mobility policy and for 
environmental policy 
(calculations for 
PlanMER, target image 
studies, mobility plans, 
...) 

- - X X - 

Measurement of behavior 
with regard to speed in 
traffic 

Average speed, 
maximum speed, 
percentage and type of 
violations (speed, 
overtaking, ...), traffic 
intensity 

Road safety - - - - X 

Measurement of behavior 
with regard to tailgating 

Average follow distance, 
distribution follow 
distance, location, road 
type, speed limit, traffic 
intensity 

Road safety - X - - X 

Determining dangerous 
road segments 

Speed Measurement 
(point determination and 
route control), 
measurement of traffic 
intensities, tracking 
distance for estimating 
accident risks 

Road safety, dangerous 
road segments 

- - X - X 

Big data accident 
analysis model 

Development of a risk 
model for accident 
assessment (AI) - Speed 
measurements, traffic 
intensities and following 
distances 

Road safety - - X - X 

Road safety monitor Monitoring of road safety 
on the basis of 
statistically aggregated 
data 

Road safety - - X - X 

ADR Transport Use of ANPR data to be 
able to monitor the origin 
/ destination of ADR 
transports 

Safety (broader than 
road safety) 

- - X X - 

© 769608 PoliVisu Project Partners 15 30/04/2020 



 

D4.7 Privacy rules and data anonymisation (White Paper FINAL)  

Air emissions inventory Measurement of air 
pollution from traffic with 
distinction between urban 
/ rural, vehicle type, 
traffic model networks) 

Vehicle performance per 
year in vehicle 
kilometers, distinction 
between vehicle type 
(people, light freight, 
buses, ... via vehicle 
category) 

- - X X - 

Annual environmental 
reporting 

Vehicle performance per 
part of the day (morning 
rush hour, evening rush 
hour, evening, night, rest 
day) in vehicle kilometers 
per vehicle category and 
road section 

Promovia (combination of 
traffic models and traffic 
counts), 

- - X X - 

Modeling of the current 
and future air quality 

Number of vehicles, 
vehicle speed, vehicle 
type incl. Emission data, 
Vehicle performance per 
road section at annual 
level, broken down by 
vehicle category - Real 
time measurement by 
using. vehicle intensities 

Air quality measurement X - X X - 

Noise maps - Modeling of 
noise pollution 

Vehicle performance per 
road section at annual 
level, broken down by 
vehicle category 

Promovia (combination of 
traffic models and traffic 
counts) - Vehicle 
performance per year 
expressed in vehicle 
kilometers per road 
section per vehicle 
category 

- - X X - 

Passer-by measurement 
- Measure how long 
vehicles stay in the 
(inner) city 

Time measurement 
between 2 cameras on 
the edge of the (inner) 
city 

Smart city policy - 
Passer-by measurement 
- evaluation of shop & go 
systems, economic trade 
policy 

- - - X - 

Parking management Number of vehicles, 
vehicle type 

Coordinating parking 
management on the 
traffic in the city center 

- - - X - 

Measurement of local 
environmental impact 
vehicles 

Number of vehicles, 
vehicle type, Euro 
standard 

Measuring the 
environmental impact of 
traffic (including in city 
centers) 

- - X X - 

Measuring traffic flow Inbound and outbound 
traffic entry roads and 
LEZ zones 

Smart Cities/Mobility - 
Measuring the flow of 
traffic in the city versus 
residential traffic in the 
context of, among other 
things, passer-by 
behavior 

 - X X - 

Traffic counts Traffic per camera in 
Flanders - including 
bicycles - made 
anonymous 

- X - - - X 
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Evaluate local safety 
priorities 

Use of data to record and 
evaluate local safety 
priorities - In 
addition to priorities for 
the judicial and 
administrative police 
level of integrated police, 
determined in 
consultation between 
municipalities, provinces, 
transport companies, port 
authorities, airport 
operators 

Input for consultation 
with, among others, 
provinces, port 
authorities, airport 
operators, transport 
companies (Not all 
partners therefore have 
access to the data) 

- - X X - 

Impact measurement 
road pricing on traffic 

Measurement of the 
impact of road pricing on 
traffic flows (based on 
ANPR measurements) / 
distinction by vehicle type 

Measuring whether there 
is an impact of road 
pricing on vehicle 
movement patterns 

- - - X - 

City distribution - 
Mapping goods flows in 
the context of city 
distribution. Mapping 
traffic flows based on 
destination traffic and 
through traffic 

Residence zones and 
residence time of city 
distribution vehicles. 
Mapping destination 
traffic and through traffic. 
Residence time of 
delivery vans in the city - 
measuring goods flows & 
delivery frequency. 

Smart city policy - City 
distribution 

X - X X - 

Local traffic management 
- dynamic traffic 
management traffic light 
influencing 

Real-time anonymized 
vehicle data 

Mobility - Dynamic traffic 
management at 
intersections based on 
traffic density measured 
by ANPR cameras 

X - X - - 

Smart lighting Real-time anonymized 
vehicle data 

Influencing lighting based 
on effective traffic 
(number of vehicles, 
weather conditions, time / 
season ...) 

X X - - - 

Impact on local mobility Number of vehicles, 
vehicle type, MTM 

Measuring the impact of 
road works on the local 
traffic flow (Traffic 
intensities versus GIPOD 

- - X X - 
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data) 

Implementation of 
alternative energy supply 
(CNG, LNG, H2, 
E-charging stations) 

Statistical data on 
movement patterns of 
vehicles on alternative 
energy 

Supply of alternative 
energy sources for cars 

- - - X - 

Implementation of new 
infrastructure, real estate, 
buildings 

Data about vehicle 
movement patterns 

Origin / destination data - - - X - 

Travel patterns in the 
context of economic 
policy and commuting 
behavior of residents 

Data on vehicle 
movement patterns per 
vehicle type (passenger 
car, truck) 

Origin / destination data - - - X - 

Smart city advanced 
traffic forecast i.h.k.v. 
Smart City - Digital Twin 

Use of vehicle movement 
patterns between 
multiple cameras 
including vehicle type, 
emissions, noise 
emissions 

Predict traffic congestion 
based on travel patterns 
using Artificial 
Intelligence 

- - - X - 

Origin destination 
analyzes 

Number of vehicles, 
vehicle type, nationality, 
time, location, euro 
standard, coded number 
plate 

Gain insight into traffic 
flows, estimate traffic 
effects, calibrate traffic 
models, ... 

- - X X  

Dynamic traffic 
management 

Travel times (distance, 
time, location, coded 
number plate) 

Provide real-time traffic 
information, control 
traffic, etc. 

X - X - - 

Table 1: Potential use cases based on anonymized and pseudonymized ANPR data  
 
The collection of use cases allows us to make a first inventory of the data needed from the camera and the                     
linked license plate data. 
 

3.2.1.2. Pilot case Mechelen/Federal police 

The additional Mechelen pilot is used as the reference case in PoliVisu for ANPR camera data. 
 
Mechelen and PoliVisu wish to use the ANPR data for traffic safety analysis and traffic enforcement by                 
building up histograms of aggregated vehicle data including the effectively driven speeds for use in traffic                
models and displaying them on an interactive accident map. This allows users to know the current, and                 
future traffic flows in detail. Until now, the process of getting access to this sensitive data source is not                   
arranged yet. Nevertheless, discussions are going on with the Federal and Flemish privacy regulators on the                
principle of using anonymized and pseudonymized ANPR and number plate register data. 
 
To substantiate and evaluate initiatives and policy measures, Mechelen wants to use up-to-date data sets               
that provide information about origin-destination traffic, transport types, emissions and times of            
movements. The only source that can accurately deliver this data is pseudonymized and aggregated data               
from ANPR cameras combined with DIV data and a traffic model. This data will provide necessary insight into                  
traffic flow around Mechelen and within the car-free zone. 
 
To measure the vehicle types and their relationship to air quality, detailed traffic information is required                
about the vehicles moving around the city. This data is stored in the Belgian Vehicle Registry database where                  
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the license plate is the unique key. The combination of ANPR cameras and DIV offer the following unique                  
and necessary combination of data that cannot be traced with other sources (e.g. Floating car data): 

● Vehicle information: Vehicle type (heavy freight, light freight, passenger cars, engines), information 
on emissions (fuel, Euro standard, noise level,...); 

● Route information (origin/destination, speeds, time of movement, ...). 
Due to specific Federal Police regulation, only in a minimal number of circumstances, ANPR data can be used                  
by non-policy services for tasks in the context of maintaining public safety. Only organisations with legal                
responsibility in this context can receive data .  5

 
Eight use cases are under investigation today of the Federal Policy privacy control body. These use cases will                  
be scrutinized on their conformity with the “Wet op het politieambt”   and the Belgian Privacy Regulation. 6

These use cases are: 
● What-if analysis on planned road works; 
● Implementation of school streets; 
● Impact measurement of road works on the different transport modes; 
● Impact of local distribution; 
● Detection and tackling short cuts (more specific the installation of truck locks); 
● Design and expansion of car-free zones; 
● Traffic flows speed management; 
● More sustainable modal split by promoting walking, cycling and public transport. 

What kind of information is the dataset about? 

The needed dataset for the Mechelen case consists of two parts: 
● Data directly measured by the camera; 
● Data from the linked Belgian License Plate database. 

ANPR camera data 

The ANPR camera data itself provides a limited number of usable data in an anonymized or pseudonymized                 
context.  
The following selection of camera data is used by at least one of the use cases. NO images are transmitted or                     
used. In other words, it only concerns specific alpha-numeric data fields. 
 

Field name Description Format Source Required for 

camera id Unique identification of the camera Numeric field (13 

characters) 

ANPR 

standard V9 

Exact location and measuring 

direction / lane 

back-office id Unique identification of the back office 

in the police network where the 

camera connected to = Proximus ID in 

the CBS 

Text ANPR 

standard V9 

Exact location and measuring 

direction / lane 

Location Coordinate measuring location camera 

(fixed / mobile) 

Lambert 72 or WGS  Exact location and measuring 

direction / lane 

5 5 August 1992 - Wet op het politieambt - Article 44/11/9 (Policy law) 
6 Belgian Federal “Policy Officer Law” - Link: 
http://www.ejustice.just.fgov.be/cgi_loi/change_lg.pl?language=nl&la=N&cn=1992080552&table_name=wet 
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Time Stamp Date-hour group on which 

the camera registered the vehicle 

 

ISO 8601 format, 

more specific 

YYYY-MMDDTHH:m

m:SS.SSS+01:00 

for ex "2016-06- 

02T18:36:12.345+01:

00". 

ANPR 

standard V9 

Preparation of time series, 

distinction of days / off-peak 

hours etc. 

LocationCoördinaten GPS coordinates 

from the camera to 10 meters correct 

 

Latitude and 

longitude 

in decimal notation 

(WGS84) 

ANPR 

standard V9 

Exact location and measuring 

direction / lane 

Number plate (1) License plate 

as read by the ANPR camera 

Text ANPR 

standard V9 

+ 

pseudonymi

zation 

Link with number plate 

register data 

Nationality reeded 

(2) 

Nationality as read 

by the ANPR camera 

 

Text (country code) ANPR 

standard V9 

Additional parameter for 

origin-destination analysis & 

link to possible vehicle data for 

specific countries 

Speed Indicative speed numeric (km/h) ANPR 

standard V9 

Indication flow, traffic safety, 

noise 

Vehicle type(camera) 

(3) 

Vehicle type classification (passenger 

car, truck (light/heavy), bus) 

  Distinction between passenger 

transport (type of) freight 

transport, distinction between 

public transport 

Table 2: ANPR Camera data overview 

Linked license plate data 

The information below is a subset of information from the Belgian National License Plate register. The                
number plate will be used as the unique key to combining the data records with those from the ANPR                   
camera (table above). The number plate number itself will be, of course, deleted afterwards. 
 

Field name (Number plate register) Description 

Registration information 

FIRST_REGISTRATION_DATA Date of first vehicle registration 

TITULAR_TYPE Title holder (natural person / company) 

TIT_ADR_NIS_NUMBER NIS Code municipality holder 

REGISTR_PLATE_TYPE Distinction type license plate (EU, Commercial, old-timer, personalized, ...) 

FIRST_KNOWN_USE_DATE (>=2015) Date of first use 

Generic vehicle characteristics 

VEHICLE_CATEGORY_CODE Vehicle category code 

VEHICLE_KIND_CODE Vehicle type code 

NUMBER_OF_STANDING_PLACES Number of pitches 
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NUMBER_OF_SEATS number of seats 

WVTA European type approval number 

VARIANT Variant code 

VERSIE version code 

TYPE type code 

WHEELBASE Wheelbase (mm) 

LENGTH Length (mm) 

Technical motor characteristics 

VEHICLE_FUEL_CODE Fuel code 

EURO_NORM Euronorm 

TOTAL_CYLINDER_CAPACITY Total engine capacity 

CO2COMBINED Correlated or measured NEDC CO2 value (combined) 

CO2WLTP CO2 value measured according to WLTP test 

Vehicle mass 

TECHNIC_PERMISSIBLE_MAX_MASS Technically permissible maximum mass 

MMA_NATIONAL Maximum mass (national) 

MASS_IN_RUNNING_ORDER Mass in running order 

MAX_MASS_TRAILER_COMBINATION Maximum mass of the vehicle + trailer 

TARE Tare (Vehicle weight without load) 

REFERENCE_MASS Reference mass (= mass in running order - 75 kg (weight of the driver) + 100 kg) 

Table 3: License plate data 

 
The first part of data is about the vehicle registration (primary registration data, first use, license plate type,                  
natural person/company). The generic motor characteristic data allows getting detailed information about            
the vehicle interesting for environmental and vehicle impact monitoring. This kind of information added to               
the vehicle type is far more refined than what the most advanced camera can detect. The kind of vehicle                   
gives detailed information about the function and purpose of the vehicle. Other information is available               
about the vehicle length and wheelbase. The technical motor characteristics are also essential for              
environmental measurements. Information about the fuel type, euro norm, cylinder capacity and the NEDC              
and WLTP test cycles also supplies information about the exhaust.  

How has the data been collected? 

The data is directly measured by the ANPR cameras itself, where it is also stored and processed. The                  
processed information is stored in the policy server for maximum 30 days before it will be automatically                 
deleted. MACQ is managing these servers for the Mechelen police.  
It is the intention that AIV will receive the ANPR data from the Mechelen police via MACQ and will link the                     
data to the copy of the number plate register and return these results to MACQ. AIV has a legal status as a                      
trusted third party to do this kind of operations in the Flanders region. AIV will return the linked data to                    
MACQ. MACQ will further pseudonymize and aggregate the data and hand the data over to the city of                  
Mechelen. 
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How was the data anonymized? 

Several anonymization measures will assure that the data is adequately anonymized. 
The first and most important measure is the selection of the data fields in the database. Only strictly                  
necessary fields are taken into account. All references to the car make, model and colour are left out.                  
Obviously, also pictures of the license plate and the car itself will not be available. Also, other data fields as                    
the chassis number, that makes it easy to track a vehicle over a more extended period is not available.  
A second measure is data pseudonymization. For every record, a hash will be calculated. The hash-key that                 
can reverse the calculation will never be exchanged with the end-user, the city of Mechelen. The hash itself                  
is needed to limit the tracking period of a vehicle. How more extended, the tracking period is, how bigger the                    
possibility to link a displacement pattern with a specific vehicle and the vehicle user.  
For that reason, the hash will change regularly (every day, or every week depending on the use case). 
A third anonymization measure is the aggregation of the dataset on a 5 min or 15 min basis with a minimum                     
of 5 vehicles measured. The combination of pseudonymization and aggregation is needed to get insight into                
origin/destination matrices.  

What hurdles needed to be taken to get access to the data? 

Because ANPR data are considered in Belgium as police data, additional rules are applied to using the data.                  
According to the Belgian Law, you need to be in line with the Federal Police law. This law limits the use of                      
police data to third parties who has official tasks to maintain public order. Tasks that fit under this umbrella                   
are traffic safety and traffic flow management. 
A second hurdle is the privacy regulation itself (GDPR). Every use case needs to be in line with the principles                    
of finality, that also needs to be in line with the Federal Police law, and the proportionality principle.  
The access needs to be granted by the data protection officer of the police and in the case of third party                     
involvement by the Federal police control body. 
Despite all the efforts in PoliVisu to get access to ANPR data on a regional scale, it is under the current law                      
difficult to prove that the regional road administration has official (legal tasks) of maintaining the public                
order. Local communities have such an official responsibility. This is the reason why we are focussing on the                  
Mechelen case. Mechelen has a network of more than 150 ANPR cameras installed and is an ideal testing                  
ground.  

What risks are still present when making this data available? 

There are a number of risks when you are using anonymized and pseudonymised data on privacy: 

 

Risk Risk mitigation 
The vehicle owner can in 
some cases be detected by 
combining vehicle 
characteristics 

In some cases, a combination of specific vehicle characteristics can lead to 
tracking a particular vehicle. An example could be vehicle type: a Delivery 
truck with fuel category: Hydrogen. As long as they're less than, for 
example, 250 hydrogen-powered vehicles, this category must be combined 
with another class (for example electric vehicles) to solve the problem.  

The vehicle owner can be 
detected by studying 
origin/destination patterns  

Once the ANPR network has reached a specific density, it could be possible 
to determine a particular vehicle by comparing the origin/destination 
patterns with the known behaviour. To avoid the recognition of such 
patterns, well-considered measures such as data selection with privacy 
protection in mind (also according to the proportionality principle), the 
calculation of a non-irreversible temporal hash and data aggregation 
techniques will be needed at least. A case by case refinement, based on the 

© 769608 PoliVisu Project Partners 22 30/04/2020 



 

D4.7 Privacy rules and data anonymisation (White Paper FINAL)  

data available, is required to avoid any privacy breaches. In cases with 
high-density ANPR cameras also techniques are needed to randomly cut off 
the first and last cameras of the route. 

Traffic applications drive 
the installation of more 
ANPR cameras  

Today the use for traffic applications is an economic way to get very useful 
traffic information from already installed cameras. The risk exists that safety 
isn’t the main driver anymore to install more cameras. Regulation is needed 
to assure that the data from a camera can be used for more than one 
purpose to avoid installation of multiple cameras ANPR cameras for security 
and traffic use. 

Table 4: ANPR risk mitigation measures 

 

3.2.1.3. Pilot case Voorkempen 

The new pilot case Voorkempen is a cooperation between the local police zone Voorkempen. Three of the                 
four local communities in the Police zone. The local communities of Brecht, Schilde and Zoersel have about                 
100 ANPR cameras installed on their territory. Data from 30 of those cameras were used to monitor speed                  
behaviour at 14 average speed control zones 70km/h and one average speed control zone 90km/h.  
The analysis of more than 30 months of pseudonymized and aggregated trajectory speed data gave new                
insights into the behavioural changes of drivers.  

What kind of information is the dataset about? 

A pseudonymised dataset with minimal information about location, time, speed and number plate was used               
for the analysis. 
 

ANPR data 

Camera device data 

Camera name including direction 

Camera location 

Time 

Speed 

Number Plate 

Processed data 

Hash key (calculated from the number plate) 

How has the data been collected 

In collaboration with the DPO of PZ Voorkempen, a ‘Data Processing Agreement’ was created and signed. In                 
the data processing agreement, it’s explained how the data is processed from raw data to pseudonymised                
data, which of Macq is allowed to access & process the data, how the information needs to be protected and                    
when it needs to be deleted. This procedure is important to all parties since raw number plates follow under                   
the GDPR.  
An agreement was made between project partner Macq and the Police zone Voorkempen. Macq had the                
right to process commissioned by the Police zone. Macq exploited the ANPR local network and extracted the                 
camera device data, as explained in the table above. A total of 283 million number plate recognitions over 33                   
months between 22 February 2017 and 19 November 2019 was the starting point for the analysis.  
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How was the data anonymized 

The data was anonymized by using a hashing algorithm in a combination of the calculation of so-called                 
hourly “speed” buckets. 
The first step was the application of a hashing algorithm. It has been implemented as follows: 

All number plates received from the ANPR cameras are in real-time encrypted with PBKDF2 , which is                7

recommended by NIST (US National Institute of Standards and Technology) to encrypt passwords and used               
extensively in WiFi WPA/WPA2, Microsoft Windows Data Protection API, OpenDocument encryption, Apple's            
iOS, Mac OS X Mountain Lion and more. This algorithm is very resistant to brute force or "rainbow table"                   
attacks, much more than traditional hashing algorithms like MD5, SHA1 or SHA256. PBKDF2 derives an               
encrypted key from a traditional hashing algorithm with a salt and repeat the process several times. These                 
three parameters (the base hashing algorithm, the salt and the number of repetition) produce the same                
encrypted key for the same set of parameters.To avoid abuse of data and to trace back in time, the salt                    
changes every day at midnight. This results in an independent data set for each day that can be only used in                     
that period for speed analysis. The encrypted keys (hashed plates) are stored in a separate database which                 
only contains pseudonymized data and is stored for a maximum three years. The raw ANPR data is stored in                   
the database used by the police and is deleted after 30 days.  

A second step was to select only the matching records in the chosen average speed control zones. Matching                  
is the case when the same hashed plate is available between two cameras that are part of a speed control                    
zone within the same day. Matchings over two days cannot be made since a different salt is used to calculate                    
the hashed plate. Matchings resulting in a plus 200 km/h were left out since they are seen as anomalies. This                    
could happen, for example, when a taxi sign of two different taxis would be detected as a personalized                  
number plate ‘TAXI’ at nearly the same time on the start and end camera. In this case, this would result in                     
matching with unrealistically high speed. This second step of the data processing resulted in 38 million                
pairings.  
 
The third step is an aggregation step, here called speed buckets. For every trajectory, hourly counts were                 
made of the number of vehicles driving at a certain speed. 
 
 

7 https://en.wikipedia.org/wiki/PBKDF2 
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The aggregated dataset forms the bases for further analysis of the speeding behaviour over time. 

What hurdles needed to be taken to get access to the data 

Getting access to pseudonymised ANPR data is privacy sensitive. The use of ANPR data in Belgium is quite                  
restricted. Only the local and Federal Police can use ANPR data easily. Direct cooperation with the local                 
police zone Voorkempen made it possible to use ANPR data to get acquainted with some of the potential                  
smart city use cases. An agreement between the company Macq, a partner in the PoliVisu consortium and                 
the local police zone Voorkempen supported by the Data Protection Officer and the head of the police zone                  
made it possible to use the data. The local police zone owns the results, and the presentation of the results                    
depends on the agreement by the head of the Police.  

What risks are still present when making this data available 

Risk Risk mitigation 
The vehicle owner can 
in some cases be 
detected by combining 
vehicle characteristics 

In some cases, a combination of specific vehicle characteristics can lead to            
tracking a particular vehicle. Because of the minimal dataset (location, time,           
speed, hashed number plate), it is nearly impossible to derive an individual            
vehicle out of the aggregated dataset.  

The vehicle owner can 
be detected by 
studying 
origin/destination 
patterns  

Once the ANPR network has reached a specific density, it could be possible to              
determine a particular vehicle by comparing the origin/destination patterns         
with the known behaviour. To avoid the recognition of such patterns,           
well-considered measures such as data selection with privacy protection in          
mind (also according to the proportionality principle), the calculation of a           
non-irreversible temporal hash and data aggregation techniques will be needed          
at least. A case by case refinement, based on the data available, is required to               
avoid any privacy breaches. In cases with high-density ANPR cameras also           
techniques are needed to randomly cut off the first and last cameras of the              
route. 
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3.2.2. Crowd sourced traffic counts data (Telraam - Abacus) 

3.2.2.1. Dataset type description 

Telraam or Abacus expresses perfectly the goal of this project. Citizens count (TEL-len in Dutch) traffic before                 
there window (RAAM in Dutch). The combined term Telraam which means Abacus is a citizen science project                 
to count the traffic on your street.  
Affordable and yet intricate traffic counts of traffic volumes are essential for transport-related studies.              
Within the ‘Telraam‘-project, the mobility organisation “Mobiel 21 ” and “Transport and Mobility (TML) ” an              8 9

engineering office has developed an integrated application based on low-cost hardware and a public online               
platform allowing citizens to perform traffic counts. Pedestrians, cyclists, cars and heavy vehicles are each               
counted individually when passing along the traffic count sensor. The resulting traffic data can be used to                 
perform traffic engineering studies. This way, citizens and citizen platforms get objective data, allowing them               
to engage in a dialogue with their local government. This could result in actions such as for instance a                   
modification of the driving direction, the redesign of the public space, an improvement of the cycling                
conditions, or modification of parking facilities.  
TML develops the architecture, the hardware and the software for the sensor, and uses the resulting traffic                 
count data in a pilot case in Kessel-Lo, nearby the city of Leuven, to showcase the possibilities of the                   
application to both citizens as well as local governments. 
 
In Kessel-Lo, the Telraam initiative has rolled out a local network of 100 counting points. At this moment                  
Telraal rolls out 100 additional sensors to set up other small networks in Flanders. PoliVisu will support this                  
co-creation and citizen participation initiative together with Mechelen. 
The Telraam team will test new “Telraam” applications that will make use of the traffic count data.                 
Combining telraam sensors and ANPR sensors will give us more insight in the traffic flow in the city. 
 

  

 
Figure 2: Telraam/Abacus counting computer 
 

3.2.2.2. Pilot case Mechelen 

8 https://www.mobiel21.be/ 
9 https://www.tmleuven.be/en/ 
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PoliVisu extended the existing single camera oriented telraam initiative towards a new dimension through              
connecting several telraam devices into a more meaningful way, counting traffic around schools, that              
enhance the use of telramen for policy-making purposes.  
 

 
Figure 3: Telraam schoolstreet dashboard 
 
PoliVisu and the Telraam team realized a Schoolstreet policy dashboard to measure the effect of new                
installed so-called school streets. During 2019 more and more school streets are installed due to the new                 
legal framework. A school street can be described as: "A public road in the vicinity of an educational                  
institution where a movable barrier has been placed temporarily and during certain hours at the entrances                
with a prohibition sign stating" school street ". 
The innovative aspect of the school street case is dual: 

● Data from several cameras are combined in one analysis. The implementation of a school street 
allows us to do a pré and post-analysis of the school street implementation; 

● Public involvement of citizens (parents and residents) - citizens monitor the traffic (learns to install 
the camera, get information about the initiative by the school and the local community, and receive 
information about the results and outcomes). 

What kind of information is the dataset about 

The Telraam data has information about the camera device itself and his location and the camera                
measurements (traffic counts): 
 

Telraam data 

Camera device data 

Mac address 

Use 
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Road segment ID 

Direction 

Status 

Camera measurement data 

Time (start and end) 

Segment id 

Percentage up 

Counted pedestrians, bikes, cars and lorries 

Table 5: Telraam dataset overview 

How has the data been collected 

The data is collected straight from the Telraam devices once properly installed. The installation process               
consists of a hardware installation (a camera and raspberry pi micro computer) and a software upload. The                 
data is transmitted to the telraam server over the internet and stored in a geospatial database.  

How was the data anonymized 

Telraam uses an on device anonymization process to avoid transmitting personal data or exposing data to                
the telraam device owner. A number of measures, recognized by the privacy authority, avoid any privacy                
breaches. 

● The Telraam device itself (Raspberry Pi computer) recognizes the passing traffic, no external server is               
needed; 

● The only data transmitted over the internet are the vehicle counts (pedestrians, cyclists, cars and               
lorries); 

● The camera images are not stored and are only during the installation process for a limited time                 
period available for pointing the camera. 

What hurdles needed to be taken to get access to the data 

The Telraam project was able to handle the privacy issues via build in anonymization and data transmission                 
mechanisms integrated. The approach is a very good example of privacy by design principle. 
A second hurdle is the installation of the camera devices. Since this is a citizen science initiative, it is                   
important to persuade citizens to participate to buy a 90 euro device and install it themselves or supported                  
by the Telraam team. Government support (already the case in Leuven, Mechelen and Gent) can help to                 
have more devices installed by lowering the installation cost for citizens, or by installing public financed                
devices on public buildings. The support from cities as Leuven, Mechelen and Gent is also very positive to                  
make sure that the Telraam results can be used for evidence based policy debate between the city and the                   
citizens. 

What risks are still present when making this data available 

Risk Risk mitigation 
Exchange of personal data Personal data about the owner (installation address, contact data) is          

transmitted only during the installation. The data transmitted after         
installation is strictly limited to transmitting traffic counting data. 

Camera images available online The camera images are processed on the Raspberry Pi mini-computer          
itself. No images are sent over the network. 
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Privacy risk of hacking the 
central server or a raspberry pie 
device 

There is a potential risk of hacking. The privacy by design approach 
makes it difficult to get on street view on the central platform. The fact 
that minimal data is sent makes the impact of hacking the central 
system less vulnerable. The use of an API to transmit data from a local 
measuring device to the central server prevents hacking the central 
system from one of raspberry pi devices. 

Table 6: Telraam risk mitigation measures 

 

3.2.3. Floating car data 

3.2.3.1. Dataset type description 

Wikipedia defines “Floating car data (FCD), also known as floating cellular data”, as a method to determine                 
the traffic speed on the road network. It is based on the collection of localization data, speed, the direction                   
of travel and time information from mobile phones in vehicles that are being driven. These data are the                  
essential source for traffic information and for most intelligent transportation systems (ITS). This means that               
every vehicle with an active mobile phone acts as a sensor for the road network. Based on these data, traffic                    
congestion can be identified, travel times can be calculated, and traffic reports can be rapidly generated. In                 
contrast to traffic cameras, number plate recognition systems, and induction loops embedded in the              
roadway, no additional hardware on the road network is necessary.” 
 
Moreover, floating car data can also be captured by navigation systems such as PNDs (Personal Navigation                
Devices) and Telematics systems. Floating car data is used by applications like google maps and Waze to                 
predict travel times. Floating car data typically has a location and a timestamp. 
Sometimes an identifier of the probe (mobile phone, car navigation system) capturing the data is stored as                 
well. In that case, it is necessary to take the steps as defined by the new European regulation GDPR, to                    
ensure privacy protection. More precisely, it’s essential to make sure the information cannot be linked back                
to the individual car or person generating the data. 
PoliVisu works with this type of data for the Issy-les-Moulineaux pilot, more particularly with data from the                 
Paris Region. Floating car data is typically data collected by private market players. The data used in PoliVisu                  
was obtained from the French branch company Mediamobile . 10

 
Floating car data enables traffic information: 

● Traffic jams by determining the speed driven versus the freeflow speed (speed not slowed down               
because of traffic, typically measured at night); 

● Relative nr of probes on the street: Since no floating car dataset has information about all traffic, the                  
absolute number of probes cannot be derived. When the sample is relevant, the relative number of                
probes per travelled road segment can be derived; 

● The direction of the traffic flow: In what direction are the probes (measured vehicles) driving on the                 
network. This enables checking whether the direction of traffic flow in a reference dataset is correct; 

● Measuring traffic flows on the network: Enable to get a view on the mobility patterns in the city; 

● Turn restrictions: Verify turn restrictions in reference datasets versus turns that were made by the               
probes; 

● Speed limits: Verify speed restrictions in reference datasets versus speeds driven by probes. 

10 MediaMobile is now part of the BeMobile company (https://be-mobile.com/) 
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The added value and strength of floating car data lies in the granularity and not in the completeness of the                    
data. It is difficult to get a clear view of the volume of FCD that is necessary to have accurate measurements.                     
But it looks like about 10-15% coverage leads to acceptable and detailed traffic information. 

 

3.2.3.2. Pilot case Issy-Les-Moulineaux 

What kind of information is the dataset about 

The data used in the Issy contains these “typical” data elements: 
 

Issy floating car data - Supplier: MediaMobile 

Road Network data 

Network geometry 

Road segment classification 

Road segment length 

Vehicle position data 

Vehicle ID 

Location 

Timestamp 

Vehicle traces 

Positions projected on the links 

Observations 

Vehicle id 

Link id 

Coverage (completely traveled or not) 

Timestamp 

Speed 

Speed 

LinkID 

Average speed 

Timestamp 

Table 7: Floating car dataset overview 

 

How has the data been collected 

The data was obtained from Media Mobile. A French company, expert in live traffic data.  

How was the data anonymized 

The MediaMobile and BeMobile datasets are aggregated using the following data processing rules: 
● Road segments are cut into pieces of 50 meters long (basic building block); 
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● There are at least ten measurements needed. If not, the segment is not counted; 
● Start, and end-points of a trip are randomly cut off between 500 and 1500 meter away from the 

start- or end-point. 

What hurdles needed to be taken to get access to the data 

Floating car data is available on the private market. There are several World Wide players (Tom Tom, Here)                  
on the market and also more local players like BeMobile and MediaMobile in Belgium and France. 
Getting access to the data is part of a contractual negotiating process.  

What risks are still present when making this data available 

Risk Risk mitigation 
Individual route tracking Individual route tracking is difficult because of the high density of 

measurements (up to 10% of the total amount of traffic). The 
anonymization measures as described before, especially the cut off 
measures, makes it almost impossible to track an individual route. 

Guarantee that the data 
processing and output is in line 
with privacy regulations 

It is tough to get guarantees that the offered data is in line with the 
privacy regulations. It’s advised to ask the third party for a declaration 
that they comply with GDPR. In chapter 6.3, a methodology is 
provided to check if the third party is reliable. 

Relatively high cost because of 
the limited number of parties 
offering floating car data 

Floating car data is an expensive data product. The number of players 
on the market is limited. Besides the cost, the coverage and the total 
percentage of displacement measures is an important quality aspect 
besides the price. 

False conclusions about traffic 
volumes 

IIt is difficult to have exact figures for the number of cars and lorries. 
The only way to check the percentage of vehicles in the database is a 
check by using traffic counters that can distinguish road user 
categories. 

Table 8: Media Mobile - Issy Les Moulineaux floating car data risk mitigation measures 

 

3.2.4. Cellular and wifi sniffing data 

The use of cellular data and wifi sniffing data to get better insights is privacy sensitive. Wifi sniffing and                   
cellular data are typical examples of pseudonymised data. The fact that mobile phone users are not aware of                  
the “alternative usage” of mobile phone data is an essential point of discussion. 
The Dutch data protection authority (Autoriteit Persoonsgegevens) stated in 2018 that the use of wifi               
tracking could only be allowed in exceptional cases .  11

The city of Kortrijk in Flanders used cellular data to get statistical insights into who is visiting the city also                    
based on Proximus data. The approach of Kortrijk is similar to the Gent approach. Kortrijk was the subject of                   
an inquiry by the National data privacy body (Gegevensbeschermingsautoriteit), and no infringements were             
found. The most important arguments were that the data was anonymized and aggregated by Proximus               
(directly at the source), with a minimum of 30 measurements per entity.  

3.2.4.1. Dataset type description 

Mobile Phone Data is data that is passively inferred from phone activities on mobile devices. Mobile devices                 
are often related to human users but the data might also originate from machine to machine (M2M)                 

11https://autoriteitpersoonsgegevens.nl/nl/nieuws/bedrijven-mogen-mensen-alleen-bij-hoge-uitzondering-met-wifitrac
king-volgen 
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interactions (for example from IOT devices). Mobile Phone Data can be collected by telecom operators from                
devices using their GSM, 3G, 4G or 5G network. 

Raw Mobile Phone Data contains records for every time a device connects to the network. This might be a                   
periodic update connection to the mobile network or it might concern interaction with another device. Using                
the geographic location, the range and the orientation of antenna stations a captured signal can be                
geolocated in a cellular network. 

Processing and analyzing Mobile Phone Data must be executed with respect for privacy and data protection                
regulations. 

The geographic precision of Mobile Phone Data is depending on the density of the network antenna                
stations. Regions with dense population or more human activity often have a denser coverage of network                
antennas (for example cities and highway trajectories on a macro level, commercial streets, parking garages               
or shopping malls on a micro and pico level). Signal reflection or interference, weather conditions and height                 
of the device can influence the signal capture. The cellular network used to geolocate a device must,                 
therefore, be considered an approximation, this is especially the case for devices located on the cell edges                 12

(in the overlapping range of multiple antennas). 

 

Figure 3: Theoretical mobile cell map 
  
Processed and analyzed Mobile Phone Data can provide information on spatio-temporal behavior and             
interaction patterns of the mobile devices. Devices that are used by humans (mainly smartphones) can               
provide information on human activities such as most likely lodging places, mobility patterns and even social                
interactions. 

Wifi Sniffing Data is data collected by picking up signals of Wifi enabled devices, such as smartphones. A Wifi                   
Sniffer scans for so-called 'packets' that are sent out by smartphones in search for connectivity. These                
packets contain information that can be used as an identifier of the sender, the smartphone. Processing                
these identifiers generates information on the number of devices passing by or residing in the range of the                  
Wifi sniffers. Sniffing for these packets and device identifiers at several locations can provide information on                
mobility behaviour of the individual smartphone user or a crowd. 

12(https://blog.enco.io/blog/real-time-audience-and-crowd-insights-tapping-into-mobile-data-opens-new-use-cases/) 
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The Wifi Sniffer technology is a specific type of network analyzer or packet sniffer for wireless networks.                 
This technology is somewhat controversial since it can also be used for attacks on wireless networks. 

Wifi Sniffing requires the Wifi to be activated on the devices. The rise of (unlimited) mobile data plans                  
might cause a decreasing use of public Wifi. Also, security concerns can encourage people to disable their                 
Wifi functionality. 

The geographic range of the Wifi Sniffer can be influenced by reflection or interference of signals and varies                  
for different locations and in different directions. 

3.2.4.2. Pilot case Gent 

What kind of information is the dataset about: 

Mobile phone data 

Timestamp 

ID 

Location (within a cell) 

Table 9: Mobile phone dataset overview (minimal data needed) 

This information was aggregated to identify students, residents, commuters and irregular visitors in Ghent at               
a certain point in time. We use the student identification, because of the higher level of complexity, as a                   
model case for the other target groups. The student population was also part of a first analysis by Ghent. 
 

Wifi sniffer data 

Timestamp 

ID 

Location (within a wifi sniffing area) 

Table 10: Wifi sniffer dataset overview (minimal data needed) 

This information was aggregated to know the number of passers-by at a given time at a given place. 

How has the data been collected 

Ghent obtained the mobile phone data from the mobile operator Proximus . Proximus is one of the major                 13

mobile phone and internet operators in Belgium with a dense GSM network. Specific data has been collected                 
about a group of people that matches a definition of a student, based on the behaviour of students that are                    
not residents in Ghent.  

13 https://www.proximus.be/ 
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This student behaviour was defined as: 
● Displacement pattern based on people arriving in       

the city on Sunday evening or Monday morning        
and leaving the city on Friday afternoon or Friday         
evening; 

● Comparison between a two weeks with courses       
and a week without courses. 

 

Figure 4: Calendar visualization of a ‘typical’ student. The green squares are dates that we suspect 
students are in the city, yellow is during the lesson-free week. 

 
The City of Ghent received the aggregated mobile phone-based location data from the student profiles as                
defined in the iterative collaboration of Proximus and the City of Ghent. . Proximus can collect signal data of                   
all Proximus SIM cards or foreign SIM cards using the Proximus network.  

How was the data anonymized 

The raw mobile phone data was pseudonymized and anonymized by Proximus. The raw data itself allows                
Proximus to track individual user behaviour. Before analysing the user behaviour the data is pseudonymized               
by removing all reference to the user or the SIM card. The results of the behaviour analysis is aggregated to                    
remove all possibilities of singling out one individual. At this point the data is anonymised and no longer                  
considered as personally identifiable information (PII) when handed over to the City of Ghent. The               
aggregated data was tailored to be visualized on a map (see the choropleth map view) in chapter 5.2.4. 

What hurdles needed to be taken to get access to the data 

The analysis took place in close cooperation with Proximus, who found the case innovative enough to invest.                 
The Ghent student case was new for both partners (The PoliVisu project team and Proximus). Getting access                 
to the data was relatively simple. The complexity lies in the pseudonymisation, aggregation and visualisation               
in a useful way without compromising privacy. 
For privacy reasons, data and analysis results on individual users aren’t shared or used in visualisations.                
Results will be aggregated to result in counts of users in a geographic region by using a ‘choropleth map’. The                    
drawback of the aggregation process is that with every aggregation step, the options for further analysis are                 
limited. 

What risks are still present when making this data available 

Risk Risk mitigation 
Personal tracking  The use of pseudonymisation combined with data aggregation makes 

it it impossible to track individuals. 
Too detailed visualisation  Risk of deriving personal information from a visualization. The total 

group of measurements (around 4000) and the relative size of the 
measured zones makes it impossible to track any individual person. 

Table 11: Proximus mobile phone and wifi sniffers Gent pilot data risk mitigation measures 
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3.2.5. Road accident data 

3.2.5.1. Dataset type description 

Road accident data is an essential source of information in the battle for road safety. Ideally, the data                  
contain the exact location and relevant data about the conditions during a traffic accident. Also, the moment                 
when the accident took place is essential to create a useful geo-time series. 
The road accident dataset typically contains data that is derived from a form that must be filled out by a                    
police officer for each traffic accident with injured or deceased people. Usually these forms are filled with                 
lots of personal data including the names and addresses of anyone injured, the witnesses and the policy                 
officer(s) attending. Also the detailed vehicle information including license plates are stripped out. 
The used traffic accident data usually contain information on the different circumstances in which the               
accidents have occurred: course of the crash (type of collision, type of road users, injury classification e.o),                 
traffic conditions (maximum speed, priority regulation, e.o), environmental conditions (weather, light           
conditions, time of the accident, e.o), road conditions (road surface, obstacles, e.o), human factors (fatigue,               
drugs, alcohol, e.o) and geographical conditions (location type, physical characteristics of the road, e.o).              
Datasets from Belgium, the Czech Republic and the UK learn that the data itself is quite comparable. 
The localisation of the accident started before the GPS era. The location was and often is still described in 3                    
different ways: 

● Community, street and house number; 

● Intersecting streets; 

● Highway location marker. 
The modern and accurate method of registration is by providing a coordinate using a coordinate system like                 
WGS. 
When the location is provided through an address, intersecting streets or highway location markers,              
geocoding algorithms are needed. A proper geocoding requires a base map with at least road or building                 
geometry and address information. Mile/kilometre markers can be converted to coordinates by calculating             
the relevant position along the road geometry based on the markers. Unfortunately, this is harder than                
geocoding. 
To improve the data quality (in Belgium, around 88% of the data can be geocoded), an electronic form with                   
automatic geocoding on the accident spot would improve the data quality substantially. 
Accident information is from a human perspective sensitive data. The publication of an accident spot               
(including exact location and time), including specific data about the injury, drug or alcohol involvement give                
insight into the circumstances during the accident. Nowadays, it is accepted to make these data publically                
available. 
Accident data has great policy value. By publishing the accident data, community groups have almost the                
same factual data to discuss with the government about traffic safety in their community and around                
important public spaces like schools or hospitals. Road accidents are also a subject where policymakers have                
defined clear long-term goals in reduction of the number of casualties which makes it an example for other                  
transport and mobility-related policy topics like the modal split or reducing travel times. 
Road accident data shows the correlation between accidents and different aspects like road infrastructure,              
speed limits, safety campaigns. 

3.2.5.2. Pilot case Flanders 

What kind of information is in the dataset  

The accident data is derived from a digitized paper form filled in by the local police. A subset of the                    
information goes to the Federal police. The anonymized Federal VOAC dataset contains: 
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Anonymized road accident data (Belgian Federal Police VOAC data source) 

Time 

Location (street + house number; crossing between two streets, street + kilometre sign) 

Geocoding (calculation based on the location interpretation) 

Technical findings (weather conditions, lighting conditions, road condition, city limits) 

Obstacles 

Number of Involved road users (extra information for the different types of road users) 

Alcohol, drugs, speeding 

Dangerous products 

Aggravating circumstances 

Table 12: Belgian Federal police road accidents dataset overview 

How has the data been collected 

The local police collects the data. The local police agent must complete an accident paper form. The local                  
police digitized these forms and sent them to the Federal police without personal information. The Federal                
police process the data together with the Federal office for statistics to become the official accident dataset                 
VOAC. The final product is a dataset also containing the people killed in road accidents until 30 days after the                    
accident happened. The Federal police also add the calculated geographical coordinates. The Federal police              
provide the accident VOAC data to the PoliVisu partner AIV. 

How was the data anonymized 

The anonymization process is done by the Federal police itself. The dataset that is available for third parties                  
has no relation to any personal data of anybody involved in the accident or the police personnel attending                  
the accident. 

What hurdles needed to be taken to get access to the data 

The main challenge was not to get the data itself but to get permission to display the data on a public                     
website and web map. Until this map, even local communities were not allowed to get the data about the                   
accidents in their local community. In that sense the PoliVisu project is innovative in terms of opening data. 

What risks are still present when making this data available 

Risk Risk mitigation 
Personal data No personal data is available in the Federal road accident database. The 

local police only sent an anonymized subset to the Federal police. 
Based on time and place, the accident data can be linked to 
information in, for example, a newsletter article.  

Missing information Missing information can lead to remarks from citizens who lost their 
relatives or friends about the fact that some information is missing 
because of a lack of automation and poor registration. 

Table 13: Belgian road accident data mitigation measures 

 

3.2.5.3. Pilot case Pilsen 
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What kind of information is in the dataset  

The accident data used in Pilsen is derived from the police form. Only an anonymized subset of the                  
information below is used for the Pilsen traffic road accident visualisation. 
 

Selection of Items included in the road accident form of the Police in Czechia 

Identification number 

Time (date, time) 

Accident location (in- or outside city limits) 

Accident type (collision with moving or parked vehicle, pedestrian, tram, train, animals,...) 

Impact type (frontal, lateral, side, behind) 

Obstacle type 

Accident character (deadly, injuries, material damage) 

Cause of the accident (driver, pedestrian, another road user, animals, technical defect,...) 

Alcohol involved 

Main accident causes (excessive speed, incorrect overtaking, non-driving priority, technical failure)  

Accident consequences 

Troubleshooting conditions at the time of accident 

Visibility 

Accident situation 

Operation management 

Local adjustment of driving priority 

Specific places and objects at the accident point 

Road user status 

Situation at the accident point 

Vehicle type 

Vehicle make, production year, characteristics,  

Vehicle status after the accident 

Driver information 

Table 14: Czech road accidents dataset overview 

How has the data been collected 

In Pilsen, there are two basic data sources related to traffic accidents - a dataset from the Integrated Traffic                   
Information System for the Czech Republic (JSDI) and second one is the State Police (Policie ČR) dataset.                 
Localization of events from both sources is based on GPS coordinates already in the source data. 

The dataset that was implemented originally in PoliVisu is the one from the Integrated Traffic Information                
System for the Czech Republic (JSDI). JSDI is a nationwide register of traffic events, to which various                 
organizations, including the State Police, are obliged to contribute. It contains important traffic information              
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such as accidents, closures, restrictions, road works, web cameras, weather conditions, road passability, etc.              
The data is entered into the system at the time of the occurrence of the event and is not retrospectively                    
modified. Therefore it's reliability is limited and it also differs from the official police statistics. Data is                 
provided to third parties via a free API (after registration). 

The second source is the official public reports presented by the State Police on their websites . This dataset                  14

is currently implemented in PoliVisu. The data are related to traffic accidents and are presented monthly in                 
csv reports every month. Within the data are adjusted retroactively according to the development of the                
accident investigation (requalification of the accident, detection of the culprit, consequences of the             
accident,…). How was the data anonymized 

The anonymization process is done by the police itself. The dataset that is available for third parties has no                   
relation to any personal data of anybody involved in the accident. 

What hurdles needed to be taken to get access to the data 

Data retrieval from JSDI was created for the GIS of the City of Pilsen before. The main obstacle, however,                   
was the development of text analysis algorithms that can generate attributes important for creating              
visualization and filtering from the data structure provided. 

In the case of the dataset of the State Police, the script had to be created to fetch the zipped source files                      
from the police website every month and convert it to the format required by the map application. 

  

14 https://www.policie.cz/clanek/statistika-nehodovosti-900835.aspx 
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What risks are still present when making this data available 

Risk Risk mitigation 
Personal data No personal data is available in the subset used for the accident map 

visualisation (WebGLayer road accident visualisation). Based on time 
and place, the accident data can be linked to information in for 
example a newsletter article.  

Missing information Missing information can lead to remarks from citizens who lost their 
relatives or friends about the fact that some information is missing 
because of a lack of automation and poor registration. 

Table 15: Pilsen accident data risk mitigation measures 
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4. Techniques 

4.1. Overview of the used privacy protection techniques 

Idea is to go a bit deeper in the potential consequences and pitfalls when using those techniques. 

4.1.1. Definitions 

Data selection (omitting): Data selection or omitting is a technique of leaving out privacy sensitive data that                 
can be used to easily track an involved person. These fields can have a direct relation to the person (for                    
example the person's name or address) or indirect (the chassis number of a car, or an IP address).  
 
Anonymization: Wikipedia describes data anonymization as “A type of information sanitization whose            15

intent is privacy protection. It is the process of either encrypting or removing personally identifiable               
information from data sets, so that the people whom the data describe remain anonymous.” 
 
Pseudonymization: Wikipedia describes data pseudonymization as “A data management and          16

de-identification procedure by which personally identifiable information fields within a data record are             
replaced by one or more artificial identifiers, or pseudonyms. A single pseudonym for each replaced field or                 
collection of replaced fields makes the data record less identifiable while remaining suitable for data analysis                
and data processing”. 
 
Pseudonymized data would usually still be considered as personal data under the GDPR because it relates to                 
“identifiable individuals”. This is certainly the case with reversible pseudonymization as described above -              
pseudonymisation is similar to encryption in that it can mitigate some risks of damage if disclosed, but the                  
original personal data can be obtained by knowledge of how to reverse the process. However even where                 
the pseudonymization is not reversible (eg through a one-way hash function), personal data about an               
individual might still be obtained if it is possible to use identifying data about an individual to recreate the                   
hash and thus locate the pseudonymized record or record.  
 
Thus Pseudonymization (or pseudonymisation) can be one way to comply with the European Union's new               
General Data Protection Regulation demands for secure data storage of personal information .            17

Pseudonymized data can be restored to its original state with the addition of information which then allows                 
individuals to be re-identified, while anonymized data can never be restored to its original state . Thus                18

pseudonymization is a technique for privacy protection rather than complete anonymization. 
 
Aggregation: Aggregation in relation to data and privacy protection has a close link with the aggregation                
function in database management. An aggregation function, according to wikipedia is “a function where              
rows are grouped together to form a single summary value.” The most common functions are: Average,                
Count, Median, Range,... During the aggregation process often extra steps need to be built in to avoid                 
working with a small sample. The aggregation of a sample that is too small can lead to a privacy breach. 
 

15 https://en.wikipedia.org/wiki/Data_anonymization 
16 https://en.wikipedia.org/wiki/Pseudonymization 
17 Data science under GDPR with pseudonymization in the data pipeline Published by Dativa, 17 April, 2018                 
(https://www.dativa.com/data-science-gdpr-pseudonymization-data-pipeline/) 
18 Pseudonymization vs. Anonymization and How They Help With GDPR Published January, 2017 Retrieved April 20,                
2018 (http://www.protegrity.com/pseudonymization-vs-anonymization-help-gdpr/) 
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Interpretation: Interpretation is closely linked to the technique of categorisation. Today's Artificial            
Intelligence interpretation techniques can lead to the categorisation of pictures by fully autonomous             
interpretation. A good example is a technique used by Telraam where moving objects can be categorised as                 
a big vehicle, vehicle (car), cyclist or pedestrian. The pictures itself are personal data, but the categorised                 
data is not. In such a case interpretation can be considered as a specific anonymisation technique. 
 
Blurring: Blurring techniques are used in the field of image recognition. Blurring is used to avoid the                 
recognition of sensitive data on an image. One of the first applications were used in the defence field to                   
protect strategic zones as military bases. More recently these techniques were used in street view               
applications to make cars (license plate) and people unrecognizable. 
 

4.1.2. Overview 

The table below provides an overview of the techniques related to the pilot cases. For each method, the 
involved partners public, private or mixed are mentioned to give an idea of different approaches. 

The mixed approach is different because public and private partners cooperate. The most obvious method is 
a customer-supplier relationship where the public party is the customer carrying the final responsibility, and 
the supplier works under a processor agreement 

 

 Mechelen 
ANPR data 

Mechelen 
Telraam 

Issy 
Floating car data 

Gent 
Cellular & wifi 

Flanders & Pilsen 
Accident data 

Omitting Yes Yes Yes Yes Yes 
Anonymisation Yes Yes Yes Yes Yes 

Pseudonymisation Yes No Yes Yes No 
Aggregation Yes Yes Yes Yes No 

Interpretation (AI) No Yes No No No 
Blurring No No No No No 

 

Public sector Private sector Mixed 

Table 10: Pilot cases and privacy protection techniques overview table 
 

4.2. Acceptable visualisation techniques and solutions 

The way data is visualized will also affect the way the results are considered as privacy sensitive by the                   
public. 
The challenge is to show relevant data without affecting privacy. Smart city solutions like digital twins,                
detailed maps etc. provide more and more detailed information and will come closer to the feeling of people                  
being controlled by public authorities or private market players. 
 
Overview of visualisation techniques based on the datasets discussed in chapter 2. 
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4.2.1. ANPR data visualisation 

PoliVisu example 

Automated Number Plate Recognition data can only be displayed in an aggregated form to avoid any                
privacy-sensitive data visualisation. In PoliVisu, ANPR data is considered as a kind of traffic count data                
besides counting loops, traffic counter poles with the potential of delivering origin/destination information. 
In the case of a traffic model, ANPR data can refine the model. On the map, the use of ANPR data as one of                        
the data sources don’t change the visualisation of the traffic model itself. The added value of ANPR lies in                   
refining and updating the map. 
  

 
Figure 5: Use of traffic counts (different sources) in a traffic model visualisation 

 
A test with ANPR data in the region around Turnhout (Be), one of the Flemish cities with the highest ANPR                    
camera density shows the visualisation using anonymised data (first picture) without information about             
traffic flows and a visualisation based on pseudonymized data (second picture) displaying the traffic flow               
between the cameras.  
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Figure 6: Anonymized ANPR visualisation test based on ANPR data of Turnhout 

 

 
Figure 7: Pseudonymized ANPR visualisation test based on ANPR data of Turnhout 

 

A test with ANPR data from average speed control zones at the Police zone Voorkempen using data from 30                   
of those cameras were used to monitor speed behaviour at 14 average speed control zones 70km/h and one                  
average speed control zone 90km/h.  
The analysis of more than 30 months of pseudonymized and aggregated trajectory speed data gave new                
insights into the behavioural changes of drivers.  
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A first simple graph shows the over limit speed +70km/h and the speed where you receive a fine +76km/h. 
 

 
Figure XX: Voorkempen speed infraction percentage versus time 

 
A more advanced graph visualises the average speed to the number of measured vehicles of a congested                 
route for both directions during the morning and the evening peak. The left chart visualises traffic                
congestion during the evening peak (in Blue), and the right graph visualises the congestion during the                
morning peak (in Green).  

 
Figure XX: Voorkempen average speed versus number of vehicles (flow) 

 
The graph also shows a returning curve when the maximum number of vehicles (flow capacity) has been                 
reached (around 600 vehicles). Once the capacity has been reached, the speed drops and the capacity of the                  
road decreases.  
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Alternative examples 

There are not that many ANPR based data visualisations available on the internet. All the visualisations are                 
using aggregated information based on anonymized or pseudonymized datasets. One of the most interesting              
visualisations combing route information to the city of London combined with congestion measurement . 19

 
Figure 8: ANPR based traffic flow visualisation of London 

 
 

4.2.2. Traffic count visualisation 

PoliVisu example 

The city of Pilsen created a map with detailed traffic counts from counting loops along with more than 160                   
road segments and crossings. The WebGLayer tools provide insights on the most recent data using an                
interactive selection interface. The use of traffic counters is an effective and total anonymous traffic               
measuring technique. 

19 https://pdfs.semanticscholar.org/73a5/b6ca2f2dfc4daf7230faf0f77b5aca7bdaa1.pdf 
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Figure 9: Pilsen traffic counts 

Alternative examples 

The Telraam project uses a map and dashboard interface to visualize citizen science traffic count data.  

  

Figure 10: Telraam map and dashboard 
The telraam dashboard uses the street (and street segment) as a measuring standard. The dashboard nor the                 
map provides any information about the exact measuring location in the street. Only a visit to the road itself                   
can reveal the exact camera position. If there are two or more cameras installed in the same street or                   
segment, the average will be displayed. 
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4.2.3. Floating car data visualisation 

PoliVisu example 

The use of floating car data is well        
known and used by many in-car, and       
mobile phone life traffic applications.     
Also google maps, bing maps and      
other traffic maps are using floating      
car data from in-car devices and      
mobile phone applications. The    
floating car data is based on a sample        
of up to 15% of the total traffic. The         
data itself is anonymised by the      
floating car data providers (private     
companies). One of the floating car      
data providers be-mobile (parent    
company of media mobile), uses     
50-meter segments when a minimum     
of 10 cars are measured in a time        
period. If fewer measurements are     
available, bigger segments or more     
extended periods are used for the      
map visualisation or dashboard    
statistics. 
 
Figure 11: Issy-Les-Moulineaux 
dashboard including floating car 
data 
 

 

Alternative examples 

The TomTom mobility dashboard is an excellent example of a commercial dashboard based on anonymized               
floating car data. TomTom uses mainly in-car navigation data devices in cars and lorries and GPS-info from                 
mobile phones and covers in many regions up to 15% of the total volume of traffic. Besides the public                   
dashboard below displaying the current road situation in combination with recent statistics and a city               
congestion ranking, a commercial interface is also available based on floating car data. This professional               
interface also gives insights into origin-destination traffic.  
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Figure 12: Use of traffic counts (different sources) in a traffic model visualisation 

 

4.2.4. Cellular and wifi sniffing data visualisation 

PoliVisu example 

A mobile device connected to the GSM network and the internet are using unique identification numbers.                
There is the mobile identification number (MIN) or mobile subscription identification number (MSIN) refers              
to the 10-digit unique number that a wireless carrier uses to identify a mobile phone, which is the last part of                     
the international mobile subscriber identity (IMSI). When connected to the internet also the media access               
control address (MAC address) can be used by a wifi sniffer as a unique identifier assigned to a network                   
interface controller (NIC). For communications within a network segment. 

 
Figure 13: GSM poles dispersion in Flanders 

Proximus uses both identifiers to track people in the         
city. The Gent students case was based on GSM signal          
tracking. The data has been anonymized before       
aggregated and displayed in a choropleth map. The size         
of the cells is based on the geographical spread of          
Proximus mobile phone signal receivers. The      
geographical spread of GSM masts shows that the        
choropleth cells are bigger in zones with a lower         
population density. This leads to better privacy       
protection “by design”. 
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In zones where a smaller number of measurements are expected because of the lower population density,                
the choropleth zone will be more comprehensive. The diagrams are based on measurements during working               
days between February the 11th 2019 and March the 1st 2019. 

   

6:00AM to 6:00PM 6:00PM to midnight 4:00 AM 

Figure 14: Use of traffic counts (different sources) in a traffic model visualisation 

Alternative examples 

The techniques as used in Ghent are derived from the geomarketing and location intelligence field. The city                 
of Antwerp use wifi sniffers to get insight into the number of people passing by in the city.  

  

Figure 15: Use of wifi sniffers to get insight into the number of people passing by in the city centre. Wifi 

sniffer location map and evolution of the people passing by at the Meir (Antwerp main shopping avenue) 

 

4.2.5. Road accident data visualisation 

PoliVisu has further developed traffic accident maps in Flanders and Pilsen. Both maps are based on the                 
Police registration forms and contain anonymized police data. Any links to the persons involved are left out,                 
but because the exact information about place and time it is possible in some cases to link this data. The use                     
of omitting techniques leads to data anonymisation.  
A heatmap and a map with the individual accidents are both available. The heatmap gives a first overview of                   
the aggregated accident hotspots. The strength of the PoliVisu approach compared to other solutions lies in                
the possibility to select and combine accident information in an interactive way to get more insights into the                  
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data. The availability of schools, in combination with time and place data about vulnerable road users, gives                 
more insight for policymaking and interaction with the public.  

PoliVisu examples 

 
Figure 16: Flanders WebGLayer based traffic accident map 

 

 
Figure 17: Pilsen WebGLayer based traffic accident map 
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Alternative examples 

The Netherlands  20

The traffic accident map interface in the Netherlands and Switzerland and the US are three examples of the                  
classic traffic accident map approach. The three maps omit personal information. The map in the               
Netherlands gives less information about the time and circumstances of an accident.  

 
Figure 18: The Dutch road accident map 

Switzerland  21

The Swiss accident map is compared to the Dutch map more explicit about the timing and circumstances of                  
the accident.  

 
Figure 19: The Swiss road accident map 

20 https://www.star-verkeersongevallen.nl/Map#1-9-0-0/7/52.138/5.249 
21 
https://www.astra.admin.ch/astra/fr/home/documentation/donnees-des-accidents-de-la-suisse/analyses-geographiqu
es/carte-interactive.html 
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United states  22

On metrocosm, a private community mapping initiative in the US, a road accident heatmap for the entire US                  
is available online. The heatmap contains aggregated data switches to individual traffic accidents when              
zooming in.  

 
Figure 20: US road accident heatmap 

 
The map below contains information about the cause of the accident (alcohol usage, speeding or driver                
distraction). There is no exact information available about the timing of the accident. 

 
Figure 21: US road accidents detail 

22 http://metrocosm.com/10-years-of-traffic-accidents-mapped.html 
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5. Privacy lessons learned and implications for future projects 

This section considers some of the wider lessons learned from the work to ensure privacy in the specific                  
datasets used by the pilots and implications for the use of similar data and similar objectives in future                  
projects. It is not intended to be a definitive and complete guide to privacy, but to highlight issues that                   
similar future projects should consider both in their project design and in their formal Privacy Impact                
Assessments. 

5.1. Automatic Number Plate Recognition data - How using sensitive security data? 

ANPR is an advanced and probably the best instrument to measure absolute numbers of vehicles between                
two (fixed) places. It is an adequate instrument for measuring origin destination movements depending on               
the camera density and strategic positioning. ANPR data on itself is in most Western countries considered as                 
personal information. Linking license plate information, especially when linked to the information of the car               
owner, is considered as personal information and is due to privacy legislation.  
However, there are differences about publicly available license plate data between countries. 
There are basically two different systems: 

● 1. The license plate is linked to a person or company. In this case all the license plate information is                    
considered as personal data and is not publicly available (this is the case in Belgium, Luxembourg and                 
Germany); 

● 2. The license plate is linked to a vehicle. In this case the vehicle information is not considered as                   
personal data and is publicly available (this is the case in for example the Netherlands and the UK).                  
The data about the vehicle owner is not considered as part of the license plate register, but as an                   
independent data source. 

 
The excerpt below is an example from the Dutch open licence plate information service, where you can find                  
information about the car (vehicle type), the motor (power, exhaust, fuel), technical information (weight,              
height) and financial information about the vehicle. 
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Figure 22: Public license plate search interface in the Netherlands 

In the Belgian, German case where the license plate is linked to a natural person or a company, the use of 

license plate information is part of the privacy assessment by the privacy authority. A first exercise in 

Belgium based on the uses cases shows a necessity of the license plate in table 3. The use of ANPR data from 

the National Police ANPR platform in Belgium is only possible when linked to task related to public order. 

Only a few government organisations have such responsibilities (mainly the local and Federal policy and the 

local governments). The use of anonymized, pseudonymized and aggregated data by other organisations or 

for other means  is only possible when the data is not derived from the police. 

The privacy law as it applies to number plates in both examples (BE, DE, LU, UK and NL) are quite similar 

about the privacy of the whereabouts of a vehicle. The fact that a vehicle with a given registration number 

was in a particular place at a specific time can be considered as personal information: it is a strong indicator 

that the vehicle owner (who is identifiable) was at that place at the time, and that is personal data. So, for 

instance, all vehicle registration plates in the UK, BE, NL, LUX Google Street view are blurred out. In 

Germany, until now, Google Street View is unavailable for privacy reasons. 

5.2. Crowd sourced data sources - how to build trust in publicly collected data? 

The Telraam project is a perfect example of upstream data protection. A privacy by design method is used to                   
anonymize the data before transmitting personal data or exposing it.  

● The Telraam device itself (Raspberry Pi computer) recognize the passing traffic by itself, no external               
server is needed; 

● The only data transmitted over the internet are the vehicle counts (pedestrians, cyclists, cars and               
lorries); 

● The camera images are not stored and are only during the installation process for a limited time                 
period available for pointing the camera. 
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The Telraam portal and open API gives insight into what data is collected and how the collected information                  
is used. The open data and often open-source approach of citizen science projects creates trust. Also, the                 
openness of the community around citizen science projects supports trust. 

5.3. Third Party data sources - How to know if the data is in line with data protection                  

legislation? 

How can there be confidence that the data has been legally and ethically collected, and that anonymisation                 
has been effectively performed? It is recommended using a precautionary approach of treating the data as                
potentially sensitive unless the upstream process is transparent or there is clear evidence in the design that                 
personal data is not being acquired.  
The road accident and floating car data are both excellent examples of third party data sources where legal                  
issues and ethics play an essential role. The main question is how these legal and ethical issues can be                   
checked. 
It is essential to check if the organisation has taken the necessary precaution measures to assure data                 
protection. A first essential check is to ask for a declaration that the information provided is in line with the                    
GDPR legislation. We recommend including such a declaration of conformity in the purchase specifications. 
A series of checks can also help to assess rapidly if the organisation is a trustful data supplier. 

● 1. Ask what data is available in the dataset and more specific what personal data was collected; 
● 2. In the case of personal data was collected, ask for the legal basis; 
● 3. Ask what data will be supplied and asses if there is any personal data involved; 
● 4. Ask what measures have been taken to protect personal data like anonymisation, 

pseudonymisation, aggregation; 
● 5. Ask for the DPO (Data Protection Officer); 
● 6. Check the data with the DPO of your organisation; 
● 7. Check in the case of government data if the dataset is not part of any legal restriction (for 

example, in the case of police or military information). 
These base measures will help to assess if the dataset can be used or not. Due to the GDPR legislation, more                     
and more advice will become available on the minimal technical requirements needed for a correct               
pseudonymisation or data aggregation.  
There is a clear need for fast and reliable assessment techniques to elaborate privacy proof datasets. The                 
GDPR has changed the game on several aspects. The prior permission has changed to a more detailed set of                   
regulations accompanied by a more comprehensive fine system. 

5.4. Longitudinal datasets - What are the risks of using geo-time related datasets? 

If it is cellular data, ANPR data or floating car data, all these raw geospatial and time related data can lead,                     
when there are enough linked measurements, to the direct or indirect identification of a person or an object                  
related to this person (cell phone or car).  
In the case of floating car data, one of the main players in Europe aggregates the data as follows: 

● Road segments are cut into pieces of 50 meters long (basic building block); 
● There are at least ten measurements needed. If not, the segment is not counted; 
● Start, and end-points of a trip are randomly cut off between 500 and 1500 meter away from the 

start- or end-point. 
To pseudonymise data correctly, several hashing techniques are available. Well-known methods are MD-5,             
SHA-1, 2 and 3 (Secure Hashing Algorithm). Many data protection officers rely on International security               
standards like ISO/IEC 27001 or National IT-security guidelines. 
To avoid any identification, a changing hashing key is essential. In many cases, it is enough to have linked                   
data for only one day to recognise displacement patterns. Following vehicles for a more extended period                
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increases the chance of pattern recognition and identification, and is unnecessary for the applications              
envisaged in Polivisu. The hashing period is an essential element of proportionality. The proportionality (is               
the measure proportionally justified) and finality (the measure serves a legitimate purpose) are the two basic                
principles of any privacy law. 
 
An appropriate hashing design is only part of the solution, in that it only helps guard against the risk of                    
someone being able to reverse the hash. However another risk is that someone searches for a person or                  
vehicle with a known identifier by hashing the known identifier themselves and seeing whether the hashed                
value appears in the database. Eg, a violent husband, knows the number of his wife's car, hashes it, and finds                    
the location of the refuge where that car is often sighted. Adding a changing salt can help mitigate this risk,                    
depending on the secrecy of the salt, how widely it is used, and how often and how unpredictably it is                    
changed.  
 
However no hashing technique guards against someone finding a record because they know some of the                
other data in it. For instance in journey records, the origin and the time of departure may be unique to the                     
record, and thus the destination could be easily found. So the violent husband may sight his wife’s car, and                   
knowing the location and time of the sighting, be able to find the record and thus determine the destination.  
 
The underlying problem is that many pseudonymised records (and some anonymised records) are still              
personal data in that they refer to an identifiable individual. Pseudonymisation, like encryption, may be a                
way of mitigating risks but the personal nature of the data remains. It is clear that, particularly when                  
handling longitudinal datasets, expert advice is sought, privacy by design mechanisms are used, a              
comprehensive technical implementation is designed and verified, and the privacy-enhancing mechanisms           
are transparently available for independent review. 
 

5.5. Combined data sources - What are the risks of combining datasets on privacy? 

It is well known that combining data sources has the potential to reveal the identity of persons by combining                   
data. In some cases, the anonymized data can be indirectly linked to a broader information source revealing                 
more information.  

  

Figure 23: Linking newspaper articles and traffic accident data 
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A good example is the accident data where an accident can be connected by location and time to a                   
newspaper article (see two examples above).  
The newspaper article gives more information about the driver (his age), the circumstances of the accident                
(driving direction, vehicle positioning and vehicle make and type). In other articles, the driving speed and                
level of alcohol intoxication are also mentioned. In almost every article, more personal information has been                
mentioned than available on the map. Revealing personal information is almost entirely linked to the               
newspaper article.  
A second example is related to using anonymized or pseudonymized ANPR data. By linking the data with                 
specific number plate information (only possible in the case of pseudonymisation), it is in some cases                
possible to reveal a particular vehicle.  
Especially in those cases of (combining) particular categories, it is possible to detect unique combinations               
that refer to one single vehicle. A good example is the only delivery truck driving on hydrogen in the                   
Mechelen region. 
This kind of problems can be solved to combine information categories that are too small. As long as there                   
are less than 1000 hydrogen cars, it can be decided to count these in the fully electric vehicles category.  

5.6. Implications for privacy assessments in future projects 

The GDPR has placed privacy management and assessment for public and private organisations in the               
picture. Almost every organisation is affected (local businesses, SME's, big companies and government             
organisations).  
For the PoliVisu project partners and the used datasets, in particular, there are several implications regarding                
the assessment of the used datasets in terms of privacy protection and in terms of the needed privacy                  
protection measures. 
 
The GDPR requires that you are able to demonstrate that processing complies with the essential principles of                 
processing, such as lawfulness, transparency, purpose limitation and accuracy. You must also be able to               
show that you have taken the correct technical and organisational measures to protect your personal data.  
 
The GDPR also lists a number of mandatory measures. The most important one is the obligation to keep a                   
processing register when you are working with personal data. In addition to the binding rules, you can                 
choose to take additional measures. 
 
Experience on Polivisu has shown that in some cases very careful design is needed to ensure that personal                  
privacy is protected, particularly when inherently personal “big data” is the original source of valuable               
information for policy formulation and monitoring. Data may still be “personal data” even after all the                
obvious identifying data fields have been removed, because other data about an individual and their               
behaviour could be used to identify which records relate to an individual. Key principles that should be                 
applied are: 
 

● Effective de-personalisation of data as close to the original source as possible. This removes risk from                
subsequent processes and data holders, and the original data collector will often be in the best                
position to understand how to fully depersonalise the data. For instance, in the Telraam case,               
personal data never leaves the collecting device; 

● recognise that an individual’s data may be identifiable by attributes other than conventional identity              
information - such as a pattern of behaviour; 

● distinguish between methods that really depersonalise data and those that mitigate the risks of              
disclosure of what remains personal data; 
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● the methods necessary to protect and to depersonalise data depend on the actual data involved; 
● seek and follow advice from privacy experts on the particular applications and the particular data               

involved; do not rely on purported technical solutions, especially if copied from other domains on               
other data; 

● be transparent about the methods used to protect personal data, and welcome external review and               
verification of the effectiveness of the methods used.  

 
PoliVisu advice to assess the organisations you are working with is a trustful data supplier. Chapter 6.3 listed                  
several topics you can check to elaborate if the data provided is reliable or not.  
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6. Conclusion 

This report focuses on the practical use of privacy-sensitive data for policymaking without privacy invasion.               
Starting from transport-related datasets also useful in a smart city context, different data anonymisation and               
visualisation techniques are described. Besides protecting privacy, even the aspect of building trust was              
taken into account.  
With the techniques described above, it is possible to protect the privacy and anonymity of individual                
citizens. PoliVisu has tested each of the techniques by using them in at least one of the pilot projects.  
In PoliVisu, eight new datasets were studied, five of the datasets are related to personal information. Those                 
datasets were used in seven different use cases in Belgium, the Czech Republic and France. 
As a potential point of concern, it should be taken into account that tracking the mobility also allows                  
following entire groups, which in undemocratic regimes can cause quite some problems. Tracking all people               
coming out of a mosque, synagogue, political party meeting, or like Gent did for students follow the                 
whereabouts of young women or senior citizens.  
The use of facial recognition in China is well known. Such measures fall clearly outside the scope of PoliVisu.  
But on a technical level, there’s often a thin line between what is in the common interest and what use can                     
be made to target citizens or groups. It’s essential to be aware of this. The GDPR focuses on data about “an                     
identified or identifiable” person, but in some cases, it might not be safe to publish the movements of an                   
identifiable group of people. 
The ANPR related pilot cases show a potential privacy risk concerning the use of pseudonymisation               
techniques. The link between data coming from the camera and the number plate register can make it                 
possible to recognise vehicles with a unique combination of characteristics. The ANPR case shows that only a                 
blend of measures can assure privacy. ANPR data is also an example of a dataset build-up by government                  
organisations and is from that perspective a vital example in terms of what is allowed and not allowed in the                    
field of transport and smart-city data. The Voorkempen average speed control analysis makes clear that a                
combination of pseudonymised data and data aggregation can lead to an interesting long-term study of the                
traffic behaviour without any intrusion of personal information.  
The road accident data is another example of the impact of non-pseudonymized and non aggregated data,                
where data filtering plays a vital role to avoid privacy breaches. The fact that accident data is filtered by                   
omitting person-related data, makes it easy to link an accident with information in a newspaper. Some                
newspaper articles can reveal more detailed (personal) information about who is involved and the              
circumstances. Based on a number of cases, the data in traffic accident map in Pilsen and Flanders don’t add                   
extra personal information on top of a newspaper article about a traffic accident.  
Third parties also play an important role as supplier of transport related data based on personal information.                 
The cellular data used in Ghent to track student movements shows the advanced possibilities aggregated               
cellular data has to get more insight into the student displacement behaviour. The fact that Proximus only                 
provides processed data based on the Ghent student displacement definition is an interesting example of               
protecting privacy on the one hand side and the openness on the used algorithms on the other side.  
Floating car data is probably one of the best-known mobility-related datasets used on many platforms like                
Waze, Google, TomTom. Less known is the fact that this data can also give insight into origin/destination                 
displacements. In Issy, we were able to work with pseudonymised almost raw floating car data from the                 
Paris region. This data gives us the chance to think about alternative data processing and visualisation of                 
aggregated floating car data in the context of the impact of road works. We were also able to get insights                    
into the used data anonymisation techniques and data aggregation methods. 
A new domain of data collection is the data collected from citizen science initiatives. The new Telraam                 
project in Flanders (also comparable with the Luftdaten citizen science initiative in Germany about air               
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quality) is a good example of a privacy by design approach. The camera data is processed locally using an AI                    
algorithm to categorize images where only the counts are transmitted to the central system. Personal               
information about the device owner is transmitted once, and the camera recordings can’t be used.               
Nevertheless, Telraam provides accurate measurements. 
Based on the findings above it is clear that the data pseudonymization techniques and hashing techniques                
(irreversibility and hashing periods) are the most difficult and privacy sensitive issues. Especially more              
research about the watertightness is needed. This research asks for a case by case approach. Beside the used                  
algorithm especially more research is needed related to avoid personalizing individual cases. As a general               
rule it is also a matter of data protection to ensure that the pseudonymised data should be processed as                   
close as possible to the data source. 
 
In case of obtaining data from third parties, it is essential to check if the organisation has taken the necessary                    
precaution measures to assure data protection. A first essential check is to ask for a declaration that the                  
information provided is in line with the GDPR legislation. A series of checks, as listed in chapter 6.3. Can also                    
help to assess rapidly if the organisation is a trustful data supplier. 
 
The way data is protected, is mostly a process that takes place under the bonnet. The lack of transparency is                    
one of the aspects why people have questions and often doubts about the protection of their privacy. The                  
way data is visualised is considered as “the window” on the anonymisation process. Even the fact that in                  
most cases there is an important difference between what is stored in the database and what is visualised.                  
The visualisation itself is crucial to create trust. 
Because the difference between what can be viewed and what is stored it is recommended to be                 
transparent about what is stored in the database and what anonymisation techniques were used so that                
they could be subjected to external expert reviews. 
 
There is presumably no direct relation between the amount of personal information used and the sensitivity                
of the visualisation. The use of ANPR origin/destination matrix data in the visualisation of a traffic model is                  
very indirect and not considered as a visualisation that affects your privacy. The same is also true for the                   
floating car data you use in your car. The student case in Ghent comes much closer to personal privacy. How                    
do they know who a student is? How were they able to track me as a student in Ghent?  
Providing extra data about the used methodology as Ghent did is absolutely vital from a thrust perspective. 
From a democratic perspective; we must be cautious in what kind of data we use. Locating students with                  
their smartphones sounds right in the Ghent case, but can be used for dangerous and undemocratic                
purposes like preventing student protest. 
 
This report gives more insight into the practical decisions that were taken in PoliVisu to deal with personal                  
data. In the near future, when more and more cross-domain solutions like a digital city twin will be built,                   
based on a blend of datasets, the privacy rules and privacy “hygiene” will become even more critical.  
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